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THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL
THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR
OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE,
ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR
OTHER DEALINGS IN THE SOFTWARE.

1.INTRODUCTION
The current process to activate an OATH token with Azure MFA is cumbersome, error-prone and
needs Global Administrators (GA) valuable time. Token2 has developed a solution to automate the
activation of imported hardware tokens with Azure MFA. This is a PowerShell based solution that
uses the same CSV file used to import the OATH tokens to Azure MFA. Instead of manually
entering the OTP code generated on the hardware token, the solution uses the CSV file to
calculate the current OTP using the secret of each token and submits it directly to Azure MFA
endpoint via an HTTPS request.

2.HOW THIS TOOL WORKS
Microsoft is using web endpoints API for OATH token activation process. Although it is not
documented, by analyzing the API calls initiated by the Azure AD admin web interface, we found
methods and parameters used, which allows to automatically apply the same operations to
multiple tokens in an automated manner.
It is important to mention that as this is a non-documented feature, there is always a risk that
Microsoft will change the APIs or methods used by this tool.

3. PRE-REQUISITES

Following is needed to bulk activate the tokens.

e A csv file with tokens associated with user UPNs. This is the same file used to import the
tokens to Azure MFA. The tokens must have already been imported, but not activated, as
shown on the example below:
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Dashboard >

o Multi-Factor Authentication | OATH tokens

« T Upload ¥ Download f Delete 'fj refresh ' Documentation Columns P Got feedback?

# Getting started
F'Y Diagnose and solve problems To get started, select the Uplead button above and choose a .csv file. This file should contain the secret keys for the OATH tokens you wish ta use. The colur

should be: "upn, serial number, secret key, time interval, manufacturer, model”.
For more informatien on available authentication and verification methods, view the public documentation.

Settings
@ Account lockout Username Show
% Blockunblock |EntsraJssmams | ‘AH A
v Block/unblock users
Name Username Serial Number Model Manufacturer Activated
A Fraud alert
P D user1l userl1@versoix.onmicr... 1234623002672 cao2 Token2 Activate
* Notifications
Users users@versoix.onmicros... 1234623738430 cza02 Token2 Activate
£+ OATH tokens U ! N
B Phone call setngs [ usens user! 5@versoix.onmicr.. 1234623738477 c202 Token2 Activate
. D user1gd user18@versoix.onmicr... 1234623738480 cao2 Activate
we Providers
[ userio user1O@versoix.onmicr... 1234623747636 c202 Activate
Manage MFA Server
D User Three User3@versoix.onmicro... 1234623321028 ca02 Activate
ﬂ' Server settings
D user12 user12@versoix.onmicr... 1234623002674 cao2 Activate
& One-time bypass
D userd user8@versoix.onmicros... 1234623497298 caoz Token2 Activate
= aching rules
D user20 user20@versoix.onmicr... 1234623002688 ca02 Token2 Activate
&l Server status
D userl4 userl4@versoix.onmicr.. 1234623738476 czo2 Token2 Activate
Reports [ useris user19@versoix.onmicr.. 1234623738481 cz02 Token2 Activate
D Activity report O user7 user7 @verscix.onmicros.. 1234623836867 c202 Token2 Activate
Troubleshooting + Support D userd userd@versoix.onmicros... 1234623305030 cao2 Token2 Activate
B New support request D userg user6@versoix.onmicros.. 1234623474251 c202 Token2 Activate

[If you need to exclude some users from this process, simply remove corresponding lines in the CSV file]

e OATH-Bulk-Activate.exe file — this is the main executable that will take care of the bulk
activation

o Azure Web Endpoint Authorization key string — to be obtained from your Admin portal web
session; see instructions in the next section

4. OBTAIN WEB ENDPOINT AUTHORIZATION KEY

Azure Web Endpoint Authorization key string is a web session value that will be sent to Azure
MFA web endpoints to authorize the actions. Follow the steps below to obtain the Authorization
key. The steps below are the same with any browser, but we will use Google Chrome as an
example.

1. Open your browser (currently, only Google Chrome can be used) and login to your Azure
Admin portal using a Global Tenant Administrator account. The direct URL is:
https://aad.portal.azure.com/

2. Navigate to Azure Active Directory -> Security -> MFA -> OATH Tokens page
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3. Open Developer tools of your browser (Menu -> More Tools -> Developer Tools of F12 key
on your keyboard)
4. Select Network tab on the Developer Tools

5. Refresh the current page (OATH Tokens list) and wait for the page to fully reload
6. In the Developer Tools > Network, look for an XHR response named “users?skipToken...”

e 0O Elements Conscle Sources
® QO v Q [ Preserve log [ Disable cache

irity > Multi-Factor Authentication |Filt=r | [ Hide data URLs
thentication | OATH tokens pe 20| ¥HR JS CSS Img Media Font Doc WS Manifest
{alal 4= Euests
[ Blocked Req
« _ . A I 10000 me 20000 ms 20000 ms a
T Upload + Download [0 Delete '\_) Refresh 1 2
To get started, select the Upload button above and choose a .csv file. This file sho H
contain the secret keys for the OATH tokens you wish to use. The columns in the f| || Name Sta.. Type |Initiator | Size | T.
should be: "upn, serial number, secret key, time interval, manufacturer, model”. & DHNCMBI5aCP 200 | feich o ik |1
For more information on available authentication and verification methods, view t| || L ® PP"C atP.. 1200 ftetch yokDig.. (disk.. T..
public documentation. [ ] @ pHNcMBA5aCP... 200 jav.. wnKDlg.. (disk.. 8.
|| GetOrCreateExpan... 200 Other 0B 2.
Username Show [ | & GetOrCreateExp... 200 xhr vROoWi. 1.3kB 1.
[ Enter a user name | [ v [] @ -aBjX4FXe8lljs | 200  fetch vnKDlg.. (disk .. T..
[ | & -aBjX4F¥e81ljs 200  jav.. ynKDlg.. (disk.. 2.
MName Username Serial Number Mt Savicon.ico 200 i Other (dick . 2
LI . 200 =i, | Othel (disk ... | 2...
[] user1 user!1@versoix.onm... 1234523002672 ca| | Ll e TwipWViiwj-Wjs 200  fetch vnKDlg... (disk.. 2..
|| @ TwipWVilw-Wsl 200  jav.. ynokDlg.. (disk.. 3.
[ users users@versoix.onmi.. 1234623738430 2| [ faviconiico e P P e P
[] user1s userl 5@versoix.onm... 1234623738477 ca | | L listUploads 200 Other 08 3.
[ ] @ listUploads 200  xhr  vROOWi.. 869B 6.
D userla user'l&@versoix.onm... 1234623738480 c2 Ekbd72dnlUs 200 SCT. vnKD‘Iq... (disk ... 1..
[] userio user|O@versoixonm... 1234523747626 col | L/LPOdPKAnS-Gis 200 scri.. ynKDig.. (disk.. 2..
zki Other 0B 4.
|:| User Three User3@versoix.onmi... 1234623321028 c2 [] @ users?skipToke... 2 vROoW].. 2.8kB 1.
[] userz user12@versoix.onm... 1234623002674 2 | B e 298| 4.
|| LogEvents 200 Other 0B 5.
|:| userd userd@versoix.onmi.. 1234623497293 c2 || AuditEvents 200 Other 0B 7.
. [ ] MetricEvent 200 Othe 0B |1..
[ ] user20 USEr20@versoix.onm.. 1234623092668 e |U vieneRvEnts - -

Click on “users?skipToken...” line. This will open a list of headers sent by the resource

7. Scroll down to “Request Headers” section, find the “Authorization” header value, and copy it
to clipboard. The string should start with “Bearer ....” text. Copying the text is a bit non-
trivial (due to colors used in that area of the window). See the video below to have a look at

the whole procedure:

https://youtu.be/VyVURLTNAtM
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Mame

& pHNcMB95aCP0s
GetOrCreateExpandedTenantModelTtenantM

L1

|| @ -aBjX4Fxellljs
|| favicon.ico

|| & TwlpWWIhwj-Ws
[ @ TwlpWVhj-W.js
|| favicen.ico

[ | listUplozads

|| @ listUploads

| | Bkb472dnUsMA js
|| LPOdPKARSAOY js

|| users?skipToken=8wupn=8enabledFilter=

|_| & users?skipToken=8upn==_&enabledFilter= I

| | Update?feature.showservicehealthalerts=fals
|| LagEvents

[ ] AuditEvents

|| MetricEvents

] @ LogEvents

| @ AuditBvents

[ | © MetricEvents

|| & extensiontelemetry
| | Telemetry

|| & extensiontelemetry
| | @ extensionclienttrace

Telemetry

e
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X Headers

¥ hequest Headers

Response  Inmitiator  Timing

Provisional hea

Accept: /%

& GetOrCreateExpandedTenantModelTteng
© -3BjX4FXe81ljs \ﬁccepthnguagﬂ en

"Authorization: Bearer eyl@eXAi0iIKVIQiLCIAbGeiDilSUzIINIIsIngldCI6ImppYkS5iadZ
U21teFBZ ckd 5@ xUms@5zRNdyI=ImtpZCI6ImppYk51a@ZTU2 1teFBZ ck450Q87 xUms@5zRndy]
9, ey JhdlQi0i I3NDY10DEZNiBxNGYI LTQZMzAL YWQSY 18y NmUxNFBmZ iBmYzYiLCIpc3Mioilodh
RwczovL3NBcyS3aWskb3dzlmS1dCELITIIMDZ1Zi1kOTFmLTRAZ Tkt YWMKNS 1mNJZhOWMSY JM5Me
IvIiwiaWFOIjoxNTkAOTYA0TczLCIuYmYi0FEL1OTg5NIg5NzMs ImVAcCIEMTUSODKIMI g3Mywivl
NyIjoiMSIsImFpbyI6IkFUUUFSLZhRQUFBEQW:1NytphNDArd IFGYUFyTEJRBEEBOGMaWMS1eld jOk
ZwelSSN3hUTDLSdGIVYVFINLIZ IVExY c JWEOFZXZzFWOEBiLCIhbXTi01 51 cHdk I 185 ImFwcG1 kIS
01YzBYjQwODMEM2 I iIMCAB0WMKLIWIBN2QtOTcAZTUZY2IkZ NI IiwiYXBwalWRhY3I10iIyIiwizZn
Ftaklx5X25hbWUi0iIIVVNFIWUSQVIIs ImdpdmVuX25hbWUi01iIFbWluliwiaXBhZGRy Ijoi0TIuMl
ASLJEwMydzIiwibmFtZSI6Ikd1eSBQSURBTKNFVCISImIpZCI6IjdmNiMSMDY 3LWRINIQENDEYYS
1iNZIKLTQOYmRmMMzAWZTEAZiT=InB1aW0i0iITxMDAZM I AWME RENUUXOURD T iwi cmgi0i Twl kFBOL
F2d11=sWGhfW ZVeXMxZ 1 pxbkpzNUcBTKFTOFN3ITzhGSnRIMLAUBFBMM3IpAMEFLTS41 LCIZY3A10]
11 2WyX21tcGVyc29uYXRpb24iL CI1zdWIi01IFVE 1xQUZ SRVYB cWNWNKk dX ZUT 1ZmyyMnpFb1RVRL
VoUzVjlWmcta29td@IBIiwid@VuyWseX3J1Z21vbl9zY29wZSI6IkVVIiwidalkI JoiMWUyNTAZYn
YtZDkxZi@BYWUSLWF JZDULZIY2YT1jOWIzOTF iIiwidWSpcXV1X25hbWUi0ilhIGlpbkB2ZX]zb:
14LmIubWljcm9zb2ZBLmNvbSIsInViwbi I6ImFkbW1uQHZ lenNvaXgub25takiNyb3NvZnQuyY29tI3
widXRpIjoiVikxpVUZVMBJEMEtDMIEWMF11ia31B05IsInZlciTI6TIJEUMCI=IndpZHMIO1siNFI107
AzOTOENF ImNSBAMIMILT kxOTATMDEYMT c3IMTOLZTEWI 18 Inhtc198Y2RAT joxNTkANQyMDkAF
0. Dbxfd@uY1BgKmRnokE5fausBBEtkrpwHI 1iByjPUId6e hUGrtG1-2PTXSZ8EgX_FEIPPX1bh:
Z0rzoLB2PSMEpWS-LsbrdrxilCzZaU_dAm 8gztsP2HIcpeyEbVcMellmiokdiiiGTgPBejgme <
B6RoeQF - TNRvI16U2]1syuClk2BLGMVE1ESSUIxtOTCAcKRISxecE6yB46ybdhl-3pVxgUlo2vA-E
KEQiP2PisK_Ac4XiunUX32dfRILESs4VFhuh@aCFSLGvhZ xwDGg0oRtvhARZ jbtDedVesyHG_1r
EpSAfFUiW0hKGTu2s FXNMiyBOXx0LEAT b-55804

Save the key to a text file named “AuthKey.txt” in the same folder with the exe file or keep it

in the clipboard — this will be requested when you launch the tool.

IMPORTANT:

This key is valid for a limited amount of time, you may need to redo this operation if your

session times out

Handle this key with care, this is of a same importance as your admin password.

5.BULK ACTIVATE OATH TOKENS

Have the CSV file and the Authorization key ready. Then, run OATH-Bulk-Activate.exe file

and follow the steps below.

When launched, the application will ask for the Authorization key (or will read it from
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AuthKey.txt file located in the same directory)

a AuthKey et 9/1/2020 2:43 PM Text Docurment 2 KB
E OATH-Bulk-Activate.exe 9/1/2020 2:53 PM Application 79 KB
a5l Auth Key — O X

Enter the authorization key string here. The string should start with ‘Bearer

= II}: FADWKNVIGILCIhbGeiDid SUzI Nilsing 1dC16Impp Yk SialZ TU2 ke FBZck 450 07% Ums 05z RndylsImtp ZC16Impp
'k BialZ TU2 e FBAck 45007 Ums0SzRndy )9 ey hd WGIOI 2N DY 10 DEz Nile NGV L TG ZMz A Y WA 510y MNm L MjBm
F1Bm Yz YiLC. Jpe IMiOiJodHRwezow LINDey53aW kb 3dz LmBdCEZTHMDAZA kO TFmLTRhZ Tt YWNKk NS 1m NjZh
CWMESMEMWI iwia WFDjox N Tk40TU3NzlzL CJuYmYiQiE10 Tg SN T 3MjMs ImV4cCIEMT LSO Dk 2M Ty Mywi YW
MyliciMSlsimFpbyl6lk FUUUFSLzh RO UFBAVreGes TWaeyb W dx MED 3 SHIMWHZMWHWEWJBZ DU 2YDET UIRkendh
Rlkp 3UWw IM 3pp RCI0MNFMJVUNwh B0 X Fa\WGwi LCIhb XliOsic Hdk 1 0sIm PweGlk fjoi Y2 0YjQwO DM M 25 MC 000
WM LWION2GtO Te0ZT Uz 2k Z Niliwi v X Bwa W Rh 'y 36Tty liwiZm Fta W 532 5hb W LIOR VYN FW L 53V s Imdpdm Vu
X 28hbW LiOi) FoWluliwiaXBhZGRyljoiO TluMTAL EwMydzliwibmFPtZ516lkd 1 SBASURBTKNFYClslm9p ZC 16 dmNj
MSMOY ILWRINGENDEy Y STINZIkLTQ0YmRmMzAwZTE4A s InB 1aWRiilk MDAz MjAw MEREN U UxOLURDliwicmagi
Cilw Lk FBAUF2d 1lsWGhfWjZVe XM ApxblkpzNUe 0Tk FTOFN3TzhGSnRIMhUBFEMM3pdMEFLTS4ILC)zY 3M0i 1c
Py el -M: 290 X Rpb 24l Clzd WHCiJ FVEQUZSRVY DeWNWNkd X2 U111 Zm Yy Mnp FRIRVR DVo LizViWmeta 25td
O] Bliwid GWu Y WS Avbl 32 Y 2 3w 25161k VW liwid Glk [ioiNW Ly N TAZYm Y2 Dl 00 WUSLW R Z DL Y 2Y THOWI
OT Filiwid W SpcXMX25hbWLIOIJhAG 1pbk B2Z X zb A4 L m SubWiiem Szb 27 0Lm Nvb SlsInVwbil Glm Flkb WIuQHAen My

OK Cancel

On the text step, it will ask to select the CSV file

Select C5V file te import OATH Token data had
Look in: I Temp j & £% Ev
* MName Date modified Type
) @ seed-5fdaabef03053-azurecsv.csv 8/30/2020 535 PM Micre
Quick access
Type: Microsoft Excel Cormma Separated Values
[ Size: 1.88 KB
- Date modified: 8/30/2020 5:35 PM
"
Libraries
This PC
Network < »
File name: I j Open
Files of type: |C5\r files (".csv) j Cancel |

Help

I NTrdNANMas | 1 =T T
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On the next step, the tool will ask you to confirm the number of tokens to be activated.

o' Mumber of inactivated users — (| pod

The script assumes that the TS5V has all unactivated users.
If the total number is more than listed in the csv, enter it here. Or click ok to confirm

80

QK Cancel

This step is new in Rel.4 — previously the script was assuming that the tokens imported are to
be activated immediately. The reason for asking for this value is because the endpoint API
used by this tool are not returning the total number of users. You don’t have to put exact
number here, just approximate would be fine — important to put a number that is definitely
higher than the number of imported tokens.

After you confirm the number, the bulk activation process starts immediately. The progress will
be shown similar to below.
HAHAHHHFHAAHAHHATOKEN2 AZURE OATH TOKENS - BULK ACTIVATION SCRIPT #H##HHAHAHHHAHH
This tool is designed exclusively for TOKEN2 Customers and partners
A written authorization from TOKEN2 is required to use this script
Using this tool without TOKEN2's approval is prohibited
HEFRR AR AR R R R R R R R R R AR R R R R AR R R R
ou selected the file: C:\ token2\tools\Bulk Activator\MFA-tokens2.csv
Total Count of tokens in the CSV:

Activating OATH token for userll@versoix.onmicrosoft.com

displayName upn serialNumber oTP

Activation su
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Successfully activated OATH token should show “Activation successful” as a result. If an error
is thrown, check the next section to identify the reason

6.LIST OF ERRORS

Endpoint access error

HHAAARHHHHHHHAFFHTOKEN2 AZURE OATH TOKENS - BULK ACTIVATION SCRIPT #H##H###HHHHARHH

This tool is designed exclusively for TOKEN2 Customers and partners
A written authorization from TOKEN2 is required to use this script
Using this tool without TOKEN2's approval is prohibited

AR R R R H R HH R H R H A AR
ou selected the file: (
otal Count of tokens in the CSV:

Press any key to close this window. ..

This error means the Authorization Key is wrong or has already expired. Follow the instructions
in Section 4 and obtain a new key.

Firewall-related issues

Although the tool is using standard ports (80 and 443) some “smart” firewall solutions (i.e
Symantec or Cisco) may be limiting internet access per application. The symptoms are similar
to the error shown below, but there may be other messages shown as well:

“Cannot bind argument to parameter ‘InputObject’ because it is null”
HEHHHE A HEFHH#TOKENZ AZURE OATH TOKENS - BULK ACTIVATION SCRI SEFIZEE

S I S I S I S S e A S S S S

The solution to this is to white-list the application (“OATH-Bulk-Activate-Rel4.exe”) in the
firewall settings.
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Activation failed

Activating OATH token for userl8@versoix.onmicrosoft.com

displayName upn serialNumber OTP

userl8@versoix.onmicrosoft.com 865362619716547 242330

This error is shown when the OTP sent for activation is wrong, this can happen in following

cases:

- The secret value in the CSV file is wrong or incomplete

- The line for the token is missing in the CSV file (this is normal if you removed a user from
the file to skip the activation, the error will still be shown)

- The time or time zone on your machine is wrong (OTP calculation relies on local system
time, so this is important)

Log file

The tool creates a log file with more details for deeper troubleshooting. The file is created in the
same folder as ErrorLog.txt. Please make sure the user running the tool is able to create files
in the current directory. Log history is not kept, the will gets truncated when the tool is
(re)launched.

M_w| ErrorLog.xt - Notepad

File Edit Format View Help

bateftime: 89/12/2020 22:85:50 +02:88 , User: User32 , Token serial number: 865362617002188
{"ClassMame"”:"Microsoft.Portal.Framework.Exceptions.ClientException”, "Message"”:"Graph call fai
errorCode=0athCodeIncorrect, errorMessage=0athCodelncorrect, reason=Bad Request, correlationId
B88a50e6a2089, response = {\"odata.error\":{\"code\":\"OathCodeIncorrecti\",\"message\":{\"lang\
\V"OathCodeIncorrect\"},\"reguestId\":\"cc3dfefe-7255-4501-914c-808a50e6a2009\ ", \ "date\" : \"2028-(
{},"HResult":-2146233888, "XMsServerRequestId":null, "Source”:null, "HttpStatusCode" : 488, "ClientD
{"errorCode":"OathCodeIncorrect”,"localizedErrorDetails™:

{"errorDetail":"OathCodeIncorrect"}, "operationResults":null,"timeStampUtc":"28208-89-
12T26:85:508.49885377" ,"clientRequestId": "cc3df6fe-7255-4501-914c-00a50e6a2009" ,"internalTransa
a8fd-Te9fte7e31cc?", "tenantId" : "5e2586bT-d91f-4ae9-acd5-T6629c5b391b" , "userObjectId" : " 71639067 -
Adbdf360e18f", "exceptionType" : "AADGraphException"}}
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