Configuring TOTPRadius and 2FA for Cisco Anyconnect

This guide will document how to configure 2 factor authentication on a Cisco ASA, using Microsoft Active
Directory as the first factor and TOTPRadius Server as the second. The configuration is applied through
the Cisco Adaptive Security Device Manager (ASDM) configuration tool. The assumption is made that you
have a working Anyconnect VPN profile on the ASA, have deployed the TOTP appliance into an
appropriate virtual environment and performed basic configuration steps such as setting an IP address and
adding the server to DNS, can log in to the Admin Panel using the default username and password, and
have tested reachability from the ASA INSIDE interface to the TOTPRadius Server.

TOTPServer configuration

General Settings

admin -

Admin Panel

General Settings

Site name @

.%n*_.—'con nectvPN

Allow initial login @ 1

Endpoint ip @

Allow hitp @ Enabled v
Radius secret

after modifying RADIUS seftings you may need to restart RADIUS service (under "advanced setiings”)

Endpoint subnet @ 255.255.255.255

Totp skew @ 1

1. Site Name — The name of this installation, will appear in any TOTP app you use. In this instance
“mycompanyAnyconnectVPN” was used.

Allow Initial Login — must be set to 1 to allow self-service TOTP registration. Otherwise 0.

API key — not required for ASA integration

Allow HTTP — not required for ASA integration

Radius Secret — Make note of this for later, generate a new one if required. Used to secure
communication between ASA and TOTPRadius Server.

Endpoint IP — the IP address of the INSIDE interface of the Cisco ASA.

Endpoint Subnet — 255.255.255.255 to allow only the ASA to authenticate against this server.

8. TOTP Skew — Set to 1 to allow for time sync issues between client and server.
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LDAP Settings

LDAP Settings

Ldap @ Disabled v

Enforce 2fa @ Disabled N

Ldap server @  Idap /(D <2 D
Ldap username format @  %usemame%@{P est LDAP connection

Ldap search string @ DC.DC-

Ldap group restrict @

Allow Idap enroliment @ | Enabled .

Ldap intro text TOTPRadius allows users to log in without
second factor (e.g. using AD password
only) anly <b=once</b=_If you have not
already done so, you can enroll your
second factor using this LDAP Enroll web
interface. If you have already enrolled, you
can close this page.

4
this text will appear on LDAP web enroliment page. HTML is allowed
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LDAP - Disabled

Enforce 2fa — Disabled

3. LDAP Server — IP address/hostname of active directory DC(s). In this instance, 2 DCs in format

Idap://ServerlIP Idap://Server2IP

LDAP Username Format - %username%@mydomain.com

5. LDAP Search String - DN for LDAP to search, in this instance the DN of the entire domain,
DC=MyDomain, DC=COM.

6. LDAP Group Restrict — Leave blank

7. Click Test LDAP Connection button and enter active directory login details into pop-up window.
This test should now succeed.

8. Allow LDAP enrolment — Allow users to log into a portal to self-serve the creation of their second
factor.

9. LDAP Admins — provide comma separated list of LDAP accounts allowed access to the admin portal

— please note, at time of writing this list is case-sensitive.
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mailto:%25username%25@mydomain.com

ASA Configuration

In the ADSM, go to Configuration > Remote Access VPN > AAA/Local Users > AAA server Groups.
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We are going to add 2 separate server groups, one LDAP server group to carry out the first authentication
against active directory, and a second RADIUS group to authenticate against our TOTPRadius Server
instance.

First, we will set up the TOTPRadius Server

Click the Add button next to the AAA Server Groups as highlighted below.
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In the popup window that appears, give your server group an appropriate name. The remaining settings
can be left at default setting. Hit OK.

f= Add AAA Server Group
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(] 4 I Cancel Help

Select the newly created server group in the top box, and click the Add button highlighted below to add a
new server to this group.
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In the pop up window, set the following.

1. Interface Name — the interface facing your TOTPRadius Server, usually INSIDE

2. Server Name or IP Address — the DNS name or IP address of the TOTPRadius Server.

3. Server Authentication Port — Change this to 1812.

4. Server Secret Key — This is the Radius Secret from step 5 of the first part of this document.

Once this is complete, hit OK.

= Edit AAA Server

SErver Group: ZFARAD

Inkerface Name: INSIDE

Server Mame or IP address; i
Timeouk; I 10 seconds

RADIUS Parameters

Server futhentication Pork: |1812

Setver Accounting Pork: |1Eu46

Retry Inkerval; |1EI seconds ;I
Server Secret Key: I***********

Carmon Password: I

ACL Metrmask Convert: IStandard LI
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Message Table
Message Name Message Text

ready-for-sys-pin ACCEPT A SYSTEM GEMERATED PIM
nexk-code Enter Mext PASSCODE
nexk-ccode-and-reauth new PIN with the next card code
NEW-pin-req Erter wour new alpha-MNumerical ...
NEw-pin-sup Flease remember wour new PIRN
new-pin-reenter Reenter PIN:
new-pin-sys-ok, Hew PIN Accepted
new-pin-meth Do wou wank ko enker your own pin

(Double-click in a text cell to make changes. )
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So long as you have at least one user enrolled in TOTPRadius Server, you should then be able to hit the
Test button to the right of the screen and the below window will appear. Select Authentication, and enter
the windows domain username of an enrolled user, and the current TOTP code for that user. This test
should come back successfully.

f= Test AAA Server - 10

To test the Following &84 server, enter a username and
password,

BA4 Server Group: 2FARAD (RADIUS)
Hosk:

" Autharization

Lsername:

Passwiord;

= Information

@ Authentication test ko hast lﬂ-is successful,

We are now going to add a second AAA server group to the ASA. Once again, select the Add button
beside the top block, as below.
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In the next windows, give the server group an appropriate name and select protocol LDAP, then hit OK.

Add AAA Server Group
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= Tirned

Cancel Help

Select the newly created server group and click Add to add a server to this group.
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In the windows that pops up set

1. Interface name — select the interface facing your Active Directory DC

Server name or IP Address - The IP or FQDN of your DC

Server Type — Microsoft

Base DN — DN for LDAP to search, in this instance the DN of the entire domain, DC=MyDomain,
DC=COM.

Scope — All levels beneath the Base DN.

Naming Attribute — samaccountname

Login DN —the DN of an account with appropriate permission to query active directory.

8. Login Password — the password of the above account.

pwN

No o
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You should now have 2 separate server groups set up. We now need to add these to your Anyconnect
Connection Profile. In ASDM, browse to Configuration > Remote Access VPN > Anyconnect Connection
profile. Select your VPN Connection Profile in the Connection Profiles block at the bottom of this screen
and click Edit, as highlighted below.
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In the Basic section of the window that pops up, where highlighted below select the AAA Server Group you
created to perform LDAP authentication against your AD DC.
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Now navigate to Advanced > Secondary Authentication. Set the server group to the AAA Server you
created to authenticate against TOTPRadius Server. Be sure to also tick Use Primary Username, this will
ensure users are presented with a single username field, one password field for their AD password and a
second password field for their TOTP code.
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Once applied to the ASA, Anyconnect connection attempts should present a password window similar to
the below.

& G

& Flease enter your username and password.,

Group:

Windows Username: _ |

Windows Password:

Authenticator Code:

| Ok Cancel

Optional

It is possible to customise the text fields presented to users by the Anyconnect client, e.g. to display the
“Password” label to show as “Windows Password” as in the above screenshot. This is controlled in
Configuration > Remote Access VPN > Anyconnect Customization/Localization > GUI Text and Messages.
Edit an existing translation table or add a new one. Within the text of the window that pops up, find the line
with msgid “Password” and change the corresponding msgstr to “Authenticator Code” or similar suitable
description. Due to the volume of text here, you may find it easier to copy this text to a text editor, use
CTRL+F to find and the msgid and make the changes, and then copy/paste it back into ASDM.

File ¥iew Tools ‘Wizards ‘Window Help wpe kopic to search G0
= _ - N
¢ . [ . )

@ Home Gﬁ:} Configuration | | *~] Monitoring Q Save @ Refresh o Back L) Forward ‘2 Help CISCO

~ [confiauation> Remote Access VPN> hetwork(Client) Access > AnyConnect Customization/localization > Gl TestandMessages 1]
_—
E 7 Introduction Configure language translation kables that the security appliance uses ko translate titles and messages associated with the AnyConnect YPH Client user interface,
5 bwork, (Client) Access
@ {AnyConnect Connection Profiles &b Add | & Edit | ﬁ Delete | & Impart | [ Export |
f:l AnyConnect Cuskomization/Localization
- Resources Language
Binary
Script er-gb
(GUI Text and Messages
Customized Installer Transforms Find: l— © @ I Matchcase |
: Localized Installer Transforms - -
-- AnyConnect Client Profile
AnyConnect Client Software = Edit Language Localization Entry
i} Dynamic Access Policies
Group Paolicies Translation Damain: IAnyConnect j
ecfIKEv1) Connection Praofiles
- a0lIKEYZ) Connection Profiles Language: Ie” j
T Secure Mobility Solution - - - =]
B F Address Assignment msgid "Certificate name nat available.”
[ Advanced msastr
[T Clientless 351 PN Access msgid "Disabled (default) - Outside applications will nat be abls ko control AnyConnect, Ch
2] AdA[Lacal Users msgstr ™
- Secure Deskiop Manager —
&z Certificate Management msgid "Password:"
. . Language Localization msgstr "windows Password:"
B2 | nad Balancin
. % DHCP Server o msgid "A certificate import is already in progress, Please complete that import and try aga
&) s msgstr ™
) ' Advanced msaid "Anather application has requested that AnyConnect disconnect from the current o
msgstr "'
&ﬁ) Device Setup msqid "Postal Code”
msgstr "'
% Firewall
msgid "AnyConnect cannot verify the identity of the server you are connecting to. Would
| gg Remate Access VPN Kl - | 3 |
P e,
Q{g £ o | Cancel | Save ko File.. | Help |
E} Device Management
» Apply | Reset




